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Fast-start failover concept

Observer in pseudo computation center

Observer in failover-cluster

Data are always
part of the game.
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Fast-Start Failover

Main criticism of standby databases: too much manual interaction

Manual intervention is required for a failover

Need some administrative checks before to validate the status of the
standby database, e.qg. if all redo are applied

More downtime

Manual intervention to recreate a new standby database
No HA until the setup of the new standby is finished

Manual database startup if avoiding two Primary Databases is
necessary at all costs

No automatic startup during boot

More downtime

How can this be addressed?
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Fast Start Failover: Concept

1. Observed Data Guard environment \ggn
1. Fast-Start-Failover (automatic)

1. Reinstate (automatic)
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Observer — Operating

In a Fast-Start Failover system, 3 components are involved:
The Primary database
1 Standby database
1 Observer

The system is working when
2 of 3 components have connection to the other

The Primary is running when
connection to at least the Observer or the Standby

The Primary knows that the Observer knows of unsynchronized state
otherwise it stalls, and after approx. 10 min. shutdown

If the Standby reaches Observer, but none reaches the Primary
The Observer initiates a Failover (if the configuration was synchronized)
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Observer — Installation requirements, Configuration

Observer machine with Oracle Net configuration
Not resource hungry (CPU, memory, network traffic)
Can run on old, low-performance hardware
Can share an existing server (e.g. rman-catalog, GC-repository)
For compatibility: use the same release of OS and Oracle

Requires MaxAvailability mode
(11g: also MaxPerformance possible)
DGMGRL> edit configuration set protection node as MaxAvail ability;

but: special startup behavior (only broker can open a database)
but: primary stalls in certain situations

Flashback database activated on Primary and Standby Database
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Observer - Configuration

The observer observes the primary and exactly 1 standby
Which standby to use is configured in the FastStartFailoverTarget

DGMCERL>
edit database ' PHYS SI TE1'
set property FastStartFail over Target = ' PHYS SI TE2';

edit database ' PHYS S| TE2'
set property FastStartFail over Target = ' PHYS SI TE1l' ;

edit configuration

set property FastStartFail over Threshold = 15;
enabl e fast _start failover;
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Observer location?




Observer location ...

In many real life situations (no 3 computation centers...)

option 3 will be the best choice if computation center loss is most
Important

option 4 will be the best choice if avoiding 'false' activations is most
important and not a third computation center available

Alternatives, if not 3 computation centers?
Maybe we can ,emulate” the 3rd location
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Agenda

Fast-start failover concept
Observer in pseudo computation center

Observer in failover-cluster

Data are always
part of the game.
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Pseudo computation center

Observer has low requirements for hardware and bandwidth

Choose a room similar to a server room
Room of the telephone infrastructure
Room of the electrical infrastructure
Room of the backup infrastructure (tape roboter)
probably you will find such rooms at a 3rd location

Example of a customer:

Dataguard uses a dedicated private network (interconnect) for
Redo-transfer (serverlpriv, server2priv)

Observer in such a pseudo computation center without access to
the interconnect
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Redo-transfer over interconnect

Dedicated network for better performance
Less traffic on public interface
No influence of traffic on the public interface (e.g. big data transfer)

Listener configuration
Listener for public and interconnect interface required
1 listener per interface — or — 1 listener serving all interfaces
we used 1 listener for all interfaces
LI STENER = ( ADDRESS LI ST =
(ADDRESS = (PROTOCOL = TCP) (HOST = serverl )(Port = 1526) ))

If using HOST=<hostname>, and only then, the listener binds to all
Interfaces (to avoid that, use IP=FIRST)

# netstat -an |grep 1526 |grep LI STEN
tcp 0 0 0.0.0.0: 1526 0.0.0.0:* LI STEN
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Redo-transfer over interconnect

How to configure Dataguard (broker) to use the Interconnect?

The first address of the spfile parameter local_listener will be used as
default during setup of the broker configuration

Stored in the broker property LocalListenerAddress
Easiest way for setup: adapt local_listener before broker setup

SQ.> alter systemset local |istener="( ADDRESS LI ST=
( ADDRESS = (PROTOCOL = TCP) (HOST = serverlpriv)(PORT = 1526)))";

If we use the same listener for all interfaces, then it is sufficient to register
the database only at one interface, in our case the interconnect
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Observer in the public network

Observer in a pseudo computation center with no access to the
Interconnect

Startup of an observer

In dgmgrl utility the command ,start observer” starts it after initial
connect to one of the databases

# dgngr |
DGVIGRL> connect sys/ manager @G S| TEL

DGVGRL> start observer;
(no output/feedback here...)

The observer registers the hostname in fs_failover_observer_host of
v$database.

Afterwards the observer reads the LocalListenerAddress of the
FastStartFailoverTarget's and opens a new connection to these
addresses
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Observer in the public network

Because our observer is not connected to the interconnect, it can not
connect to the address it gets from the LocalListenerAddress property

How we can solve this problem?
We use the fact that the listener process is the same on public and
interconnect network
For the database it doesn‘t matter if we came from public or private
Observer knows the name of the interface of LocalListenerAddress
Which maps to a Private IP

On the Observer machine, map the private name to the public
Interface

As already said: we connect to the same listener...
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Observer in the public network

#/ et c/ hosts of observer
172.20.2.1 serverl. conpany.com serverl serverl

priv

172.20. 2.2 server 2. conpany. com server2 server2priv

1722021 serverlpiiv. - 172.20.2.3| server3

1??:20.2.2_sewer2priv

172.20.2.1L§eﬁ7ér1 Public LAN 172.2(5222] server2
listener listener

19216821 Ser\/erlpl’iv Interconnect 19216822

#/ et c/ hosts of database servers
172.20.2.1 serverl. conpany.com serverl

172.20. 2.2 server 2. conpany. com server 2
192.168. 2.1 serverlpriv

192. 168. 2. 2 server2priv
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Agenda

Fast-start failover concept
Observer in pseudo computation center

Observer in failover-cluster

Data are always
part of the game.
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Observer In a Failover Cluster

Really no 3 computing centers available?
Even no pseudo computing center?

But there is a failover cluster between the 2 locations
Use it as replacement for the 3rd location?

Concept of a failover cluster
2..n nodes, monitoring each other (and each other's services)
When one crashes, another one takes over its services
Every service normally has a virtual IP

The VIP can be failovered, so the service is always reachable via the
same IP
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Incompatibility of Observer with Failover Clusters

Only 1 observer can be active per Data Guard configuration

The observer always use the hostname

Uses the function gethostname()
It registers in VEDATABASE.FS_FAILOVER_OBSERVER_HOST

In a cluster every host has its own hostname
After failover of observer, value in vddatabase contains another host
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Workaround

After failover, observer must connect from ,same” host as before
No configuration option for observer to use VIP name
Observer uses gethostname() function of C library  replace it

Replace of gethostname() function
Oracle had the hostname problem with iAS 9i
Oracle offers library replacing gethostname() function

(Solaris)

http://www.oracle.com/technology/products/ias/hi_av/CFClinfra_linux.tar
http://www.oracle.com/technology/products/ias/hi_av/CFClinfra_hpux.tar
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Workaround

Example for Solaris
Store the required files

unzip CFCinfra.zip

nmkdir -p ~/local/custonflib

cd CFCl nfralsetup/

cp |ibloghost.so.1 64 ~/|ocal/custom|ib/libhostnane64. so
cp |ibloghost.so.1 32 ~/local/custom|ib/libhostnane32.so

Library must be evaluated before regular libc
Add to LD _PRELOAD
For Solaris 64bit programs (usually Oracle is 64bit...): LD_PRELOAD_64

LD PRELQCAD 64=/u00/ app/oracl e/l ocal/custonilib/libhostnane64. so

On Solaris the “hostname” command does not work with that library
Use the supplied hostname.exe instead (rename and move to a PATH dir.)
Or create your own 64bit ,hostname* (see next slide)
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Workaround

echo '"main() {
char nane[ 20];
get host nane( nane, 20);
printf("%\n", nane );
exit(0);
}' > host.c
gcc -nb64 -o /opt/oracl e/l ocal/custont bin/hostnanme host.c

Configure the cluster name to be returned as hostname
export LHOSTNAME=dg observer

Summing up: set the following environment

NLS LANG=AMERI CAN AMERI CA. V\ESI SOCB8859P1

LD PRELOAD 64=/u00/ app/ oracl e/l ocal/custonilib/libhostnane64. so
LHOSTNAME=dg_obser ver

PATH=/ u00/ app/ or acl e/ | ocal / cust on1 bi n: $PATH
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Workaround
Check now, if observer registers with SLHOSTNAME

dgngr |
connect sys@lb sitel
start observer

It seems to work as expected

SQ.> sel ect FS FAI LOVER OBSERVER HOST from v$dat abase;
FS FAlI LOVER _OBSERVER HOST

dg_observer

Now, do the similar configuration on the other node
Directory structure, libraries, environment variables
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Workaround

Before integration in cluster, do a ,manual” failover
Kill the observer (not ,stop observer®)
Stop the VIP and start it on the other node
Start the observer on the other node

DGVGRL> start observer
Error: ORA-16647: could not start nore than one observer

What a shame!
The observer thinks it is already running...
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Workaround, 2nd try

After some tests we have found out:

A crashed observer can only be started if it has the fsfo*.dat file of the
crashed observer in the actual directory

This file will be generated at startup in the actual directory, the name
can be specified (without path)

DGVGRL> start observer file= fsfo DBl.dat';

After crash without this file, only ,stop observer® start observer”is
possible

After copying fsfo*.dat to other node, the observer can be restarted
Even if fs_failover observer host is different from new hostname ...
The key to restart the observer is the fsfo*.dat file

Caution: With multiple copies of the file you can start multiple observers!!!
Not supported, unknown what side effects it will have
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Solution Overview

Technically it is not necessary to use the VIP name
The fsfo*.dat is sufficient to start the observer

But for usability and maintenance we use the VIP name
Otherwise very confusing to show host ,A“, if it runs on host ,B*

fsfo*.dat must be replicated to the other location

Some possible products for evaluation

Software mirroring
DRBD
Veritas Volume Replicator
On SAN layer, e.g.
EMC SRDF (Symmetrix Remote Data Facility)
Hitachi True Copy
HP Continuous Access
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Solution Overview

shronous file mir

Oracle DataGuard Observer - Special configurations
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Mirroring of fsfo.dat

File mirroring of fsfo.dat
As already said:

Caution: With multiple copies of the file you can start multiple
observers!!!

Avoid mounting the replicated device simultaneously

But what happens in case of loss of the primary computation center?
For that, we need to understand the fsfo.dat file
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Contents of fsfo.dat

fsfo.dat 10gR2 (reverse engineering...)

1-8 | 8 bytes | beginning pattern after ,start observer* (constant), otherwise NULL
4576 afed cc5f 23b0

9-12 | 4 bytes | obid: increased with every startup of Observer, in dr*.log:
drcx: FSFO storing state flags=0x40003, version=62,
obi d=0x26a35e40 (648240704),

13 1 byte | version ("synchronized number", kind of serial number of state
change sync/not sync)

17 1 byte | State: 000=unsync, 001=sync

21 1 byte | NULL, after failover =001 (reinstate required)

25 1 byte | startup/shutdownvreinstate counter of Primary and Standby
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Contents of fsfo.dat

fsfo.dat 10gR2 (reverse engineering...)

41-..

(variable)

DB _UNIQUE NAME of Primary Database

4 byte

Delimiter: Ox14 (Ascii 23), NULL, NULL, NULL

(variable)

DB UNIQUE. NAME of Standby Database

4 byte

Delimiter: 0x14 (Ascii 23), NULL, NULL, NULL

(variable)

Connect string to Primary

4 byte

Delimiter: Ox14 (Ascii 23), NULL, NULL, NULL

(variable)

Connect string to Standoy

8 bytes

Repetition of the beginning pattern 4576 af ed cc5f 23b0

fsfo.dat 11g
Similar structure, DB_UNIQUE_NAME starts at pos. 45
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Special situations with Observer/fsfo.dat

,Stop observer” only possible, if write to Standby is possible
Otherwise ORA-16636 (test: adump destination full)

If an older fsfo.dat is restored (with older startup-number)
,Start observer” only possible if connect to Primary and Standby
otherwise: ORA-16625: cannot reach the database

If an older fsfo.dat is restored (same startup, older sync-nr)
Standby has a newer state an was sync : Failover

If Observer knows unsynchronized state, more exactly if Primary

knows that Observer knows it
Primary can continue without connect to Standby and Observer

In all other cases: Primary can continue, if connect to at least Observer or
Standby (failover target)

If Observer can‘t write to fsfo.dat, it stalls.
But if Primary can reach Standby, Primary continues
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When is a failover triggered?

How does the observer decide to failover or not?
After loss of Primary, a failover is only possible if Standby was in sync
In fsfo.dat the last know state of the observer is stored
The Standby also stores it's last known state (database/dr*.dat)

The combination of obid, version acts like a timestamp of the state
obid and version allows to identify the more actual info

Before loss of Primary ... - \9@\
Case 1: Synchronized, Observer reachable ——— —
Observer: version=62, obid=0x26a35e40, state=001 I —

Standby: version=62, ohbid=0x26a35e40, state=001
o S~
Observer initiates a failover x —
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When is a failover triggered?

HEN
Before loss of Primary ... !
Case 2: Unsynchronized, Standby down E— %
Observer: version=62, obid=0x26a35e40, state=000
Standby: version=61, obid=0x26a35e40, state=001
S~
Observer has newer version and state async x )

does NOT initiate a failover

Case 3: Observer down, Standby synchronized X
Observer: version=62, obid=0x26a35e40, state=7 = J—
Standby: version=63, ohbid=0x26a35e40, state=001

Standby has newer version and state sync 9@"\
Observer initiates a failover x —
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When is a failover triggered?

Before loss of Primary ... X

Case 3a: Observer and Standby down R x]
Observer: version<=62, obid=0x26a35e40, state="
Standby: version=62, obid=0x26a35e40, state=001

Observer initiates a failover —

Standby has newer/equal version and state sync : : 9@"\

Case 3b: Observer and Standby down
Observer: version=63, obid=0x26a35e40, state=000
Standby: version<=62, obid<=0x26a35e40, state="?

Observer has newer/equal version and state async (last commit of Primary

was async) Observer does not initiate a failover b \
> —
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Observer In a Failover Cluster — does it work?

Important: replication of fsfo.dat is synchronous!

Case 1: Loss of Observer

Failover of Observer to 2nd location
Possible because fsfo.dat on location 2 is synchronized
No influence on availability of Primary/Standby

Now, no replication of fsfo.dat. It is not a problem as long as the left side
can not start asynchronous!

\

Failover
cluster

L~
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Observer In a Failover Cluster — does it work?

Case 2: Loss of standby observer host/storage
Failover host/storage of 2nd Observer location is lost

Active Observer is not able to write to fsfo.dat (synchronous
replication is not possible), it stalls
Primary Database can continue, if it reaches Standby

ﬂ I

Failover
cluster
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Observer In a Failover Cluster — does it work?

Failover
cluster

—

Failover
cluster

-
a

T 5

Case 3: Loss of primary location

Case 4: Loss of network between locations
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Observer In a Failover Cluster — does it work?

HEEN
filg

o b=

4

mrimaryld

-

Loss of location / Loss of network

Cluster can not distinguish between network and site failure
manual intervention is required

Loss of network
Forcibly deactivate Fast_start failover

Loss of location
Forcibly start Observer in standby location (replication of fsfo.dat is stopped)
Due to synchronous replication, fsfo.dat is actual
If Standby DB was in sync, an automatic failover will take place
in this case we know, that we do not have data loss
No DBA required to do the failover
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Observer In a Failover Cluster — does it work?

If we do not have synchronous replication of fsfo.dat?

Failover
cluster
Failover

Observer can continue without
writing to storage on standby
location  Primary works without
connect to Standby DB

Someone activates the
standby location

2 Primary Databases

Failover
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DG Observer special config: Core Messages...

Without 3 locations, we can not
achieve a working solution for all
possible problems

With a pseudo computing center
availability can be enhanced

A failover cluster between locations

Data is always (without shared storage) is complex
part of the game.

and error-prone

A failover cluster at one location (e.g.
with Clusterware, shared storage)
enhances the availability of the
Observer
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