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Introduction

A Oracle Database Vault addresses common regulatory compliance
requirements and reduces the risk of insider threats by:
G Preventing highly privileged users (DBA) from accessing application
data
G Enforcing separation of duty
G Providing controls over who, when, where and how applications, data
and databases can be accessed.

Source: Oracle Database Vault Home Page

A But is this enough to protect the whole Oracle environment?

Data Security Geneva 2009 - Oracle Database Vault What about the OS Accounts? © 2009 t l’ | V a d | S



Introduction

Excerpt from Oracle® Database Vault Administrator's Guide:

Managing Root and Operating System Access

Oracle Database Vault does not prevent highly privileged operating
system users from directly accessing database files. For this kind of
protection, use transparent data encryption ..... Carefully review and
restrict direct access to the operating systems.

You should have personalized accounts access the operating system.
These personalized accounts should, in the Linux or UNIX

environments, login using sudo to the oracle software owner when
needed. With sudo, you can control which specific command each
personalized user can execute. Be sure to prevent the use of the make,
relink,gdb, or ot her commands that <coul

Appendix D Oracle® Database Vault Administrator's Guide
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Introduction

A This section at the end of the documentation can cause some

confusion
G To some extent Database Vault is sold as a complete Security
Solution but need some additional considerations.

G This information could apparently be placed a bit more central.

A This Presentation will cover the following questions:
G What's covered by Database Vault?
G Motivation for personalized Accounts?
G Possible solution and concepts?
G Challenges for the conception and the Implementation?
G Configuration of SYSOPER / SYSDBA?
G Configuration and application of SUDO?

© 2009 trlvadIS
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Database Vault in a Nutshell

A Another Oracle Security Innovation to protect from

G DBA respectively SYSDBA
G High system privileges likei SELECT ANY TABLEO, f
ACCESS POLI CYo

A Available as an Enterprise Edition Option
A Separate download for 10g and 9i

A Integrated component within Oracle 11g R1 and R2

© 2009 trlvadls
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Database Vault in a Nutshell

A Additional Layer within Oracle Kernel

A New Components added by Database Vault

)
N 4 Separation
(except for command Rules) ~ Rules & if}ﬂfﬂ of Duty

G Realms | Reslme

G Command Rules

G Factors 2

G Rule Sets _‘ ‘ ' Multi-Factor

G Extended functionality for . B liEnEElen
A Secure Application Roles ) @
A Label Security Integration @3 | N

A No impact for object grants Command

A Restrict any select statement

Source: Oracle Database Vault - An Oracle White Paper June
2007
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Database Vault T Data Privacy and Data Theft (1)

A Access to data through an
Instance is protected by
database authentication,
authorizing and auditing (AAA)

A Authorizations for data can be

defined at row level
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Database Vault T Data Privacy and Data Theft (2)

A How to authorize users based on criteria like time, network
protocol or IP of the client?
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Database Vault i Data Privacy and Data Theft (3)
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Database Vault T Eavesdropping and Hijacking
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Situation with Anonymous Accounts

A Administration Tasks are not traceable
G When and who did a listener or database restart.
G Who changed the environment (e.g Shell settings)

A Auditing on the OS is only partially reasonable

Gltdos possible to see that wuser or
as oracle?

Glnstallation of Software / Patch

G Compliance according SOX, Basel Il, etc not possible

A Security protection mechanism can be bypassed anytime
G Relink Oracle binaries to switch off Database Vault
G Direct access of Datafiles and/or Memory

A OSDBA, OSOPER and OSASM is usually not defined or default
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Dynamically Relink

A On some OS and database version it is possible to relink the

oracle binaries even when the database is running. After relink

and switch off DBV the data can be access without any
restriction.

cd $ ORACLE_HOME/rdbms/lib
make -f ins rdbms.mk dv_off
cd $SORACLE_HOME/bin

relink oracle

A A warning is will be shown in the ALERT.LOG but there is

also a hint displayed how this

WARNING: Oracle executable binary mismatch detected.

Binary of new process does not match binary which started
instance

issue alter system set " disable_image_check" = true to
disable these messages
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Additional Possibilities

A Change passwords within the Datenfile of SYSTEM Tablespace
(see Trivadis Training O-Al-DSI)

A Modify or access data directly within a data file
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Approach and Challenges

Acceptance | Intermediate
| Acceptance

Commissioning Decommissioning

No Protection, Personalized Accounts, No Protection,
functional sudo, scripts etc functional
Accounts Accounts
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Approach and Challenges

A There is no protection in the commissioning and
decommissioning phase

A After the acceptance the functional account oracle is locked

A DBA and Operation tasks will be done via sudo, group privileges
and scripts

A Usage of SYSOPER, SYSDBA and DBA has to be adjusted

Al'f the functional account or t
Intermediate acceptance has to be initiated
G E.g. bigger changes, hardware replacement etc
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Approach and Challenges

A DBA and operation tasks has to be defined
G Who has to do what and when? How my access what?
G Create a catalog of tasks

ADBA and operation tasks to kg A
scripts for certain tasks are available

A A role concept within the DB is must be available
G Adjustment with OSDBA and OSOPER reasonable

Al'f not implemented properly the
remain

A It is not possible to lock out the root account. Only monitoring and
auditing is possible
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DBA- and Operation Tasks

ADepl oyment of Software, Patch set s
A Stop / start database, agent and listener

A Accessing log and trace files (DBA)

A Accessing data files

A Maintain scripts

A Tuning, Monitoring etc

A Backup / Restore

A Change initialization parameter

Data Security Geneva 2009 - Oracle Database Vault What about the OS Accounts? © 2009 .[ I' | V a d | S



DBA- and Operation Tasks

HEN
Tasks Typ Engineering Operation Application
Operation
Initial Installation OS | As user oracle n/a n/a
Initial Create Database DB | As user oracle n/a n/a
Patch set Installation (Software) | OS sudo script n/a n/a
(Silent Install)
Patch set Installation (Upgrade) DB sysdba oder n/a n/a
sudo script
CPU / OPatch Installation OS sudo n/a n/a
DB Start / Stopp OS sudo script sudo script n/a
or SYSOPER or SYSOPER
Listener Start / Stopp OS sudo script sudo script n/a
Agent / Konsole Start / Stopp OS sudo script sudo script n/a

Data Security Geneva 2009 - Oracle Database Vault What about the OS Accounts?
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DBA- and Operation Tasks

HEN
Tasks Typ Engineering Operation Application
Operation
Additional DB Tools (runinstaller, | OS sudo sudo n/a
dbca, dvca, netca, etc)
Houskeeping of trace and log OS | script/ cronjob | script/ cronjob | Read trace
files files
Maintain Scripts(Entwicklung auf | OS Deploment n/a n/a
DBA Server mit Version Control) script
Monitoring DB | Within DB / role | Within DB / role n/a
Accounting DB n/a Within DB / role n/a
Space Management (e.g. TS) DB | Within DB / role | Within DB / role n/a
Backup & Recovery DB | As SYSDBA or n/a
SYSOPER

Data Security Geneva 2009 - Oracle Database Vault What about the OS Accounts?
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Database Admin / Engineering

A Personalized UX Accounts with OSDBA or OSOPER group

A Stop / start database with sqlplus as sysoper

sqlplus  userxyltiger @TMACOlas sysoper

A Use scripts and sudo to stop / start listener, agents etc.

ADepl oyment of patchdés and softwar e
Installation

A Housekeeping (Permissions, Truncate etc) of log and trace files will be
done with scripts started by cron

A DBA tasks (alter system, alter tablespace etc) are done via Grid Control
and / or with personalized DBA accounts.
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DB Operation

A Personalized UX Accounts without OSDBA or OSOPER group

A Stop / start database with sqlplus as sysoper

sqlplus userxy/tiger@oraemst as sysoper

A

A Use scripts and sudo to stop / start listener, agents etc.

A Limited access within the database. Required system privileges are
granted by an operation role. Operators are working with personalized

accounts

© 2009 trlvad IS
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Additional Users

A Additional Users like Developer, Account Manager etc only get access
on the database level.

A Access to log and trace files on special request

A Limited access within the database. Required system privileges (alter
user, etc) are granted by a dedicated role.

A All user are working with personalized accounts
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Administrative Privilegien

A There are two main administrative privileges in Oracle
G SYSOPER
G SYSDBA
G And SYSASM since Oracle 119

A SYSDBA and SYSOPER are special privileges as they allow access to
a database instance even when it is not running

A The control of these privileges is totally outside of the database itself

G By certain OS groups which are linked into the binaries (OSDBA, OSOPER
as well as OSASM since Oracle 119)

G By an oracle password
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OSDBA / OSOPER groups on Unix (1)

A The 'OSDBA' and 'OSOPER' groups are chosen at installation time and
usually both default to the group 'dbad

A These groups are compiled into the 'oracle’ executable and so are the
same for all databases running from a given ORACLE_HOME

A Verify the groups

cat SORACLE_HOME/rdbms/lib/config.c

A Later change of the groups (relink of oracle binaries is required!)

vi config.c # Adjust the goups
=> #define SS_DBA_ GRP “osdba 3
Il GHILQH 66B23(5Bddmper 3
mv config.o config.o.orig # Backup of config.o
make -f ins_rdbms.mk ioracle ' % 9 Vmust be stopped!

Data Security Geneva 2009 - Oracle Database Vault What about the OS Accounts? © 2009 t T | V a d | S



