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Introduction

ÁOracle Database Vault addresses common regulatory compliance 

requirements and reduces the risk of insider threats by:

ĞPreventing highly privileged users (DBA) from accessing application 

data

ĞEnforcing separation of duty

ĞProviding controls over who, when, where and how applications, data 

and databases can be accessed.

Source: Oracle Database Vault Home Page

ÁBut is this enough to protect the whole Oracle environment?
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Introduction

Excerpt from Oracle® Database Vault Administrator's Guide:

ĂManaging Root and Operating System Access

Oracle Database Vault does not prevent highly privileged operating 

system users from directly accessing database files. For this kind of 

protection, use transparent data encryption ..... Carefully review and 

restrict direct access to the operating systems.

You should have personalized accounts access the operating system. 

These personalized accounts should, in the Linux or UNIX 

environments, login using sudo to the oracle software owner when 

needed. With sudo, you can control which specific command each 

personalized user can execute. Be sure to prevent the use of the make, 

relink, gdb, or other commands that could potentially harm the DBé

Appendix D Oracle® Database Vault Administrator's Guide
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Introduction

ÁThis section at the end of the documentation can cause some 

confusion

ĞTo some extent Database Vault is sold as a complete Security 

Solution but need some additional considerations.

ĞThis information could apparently be placed a bit more central.

ÁThis Presentation will cover the following questions:

ĞWhat's covered by Database Vault?

ĞMotivation for personalized Accounts?

ĞPossible solution and concepts?

ĞChallenges for the conception and the Implementation?

ĞConfiguration of SYSOPER / SYSDBA?

ĞConfiguration and application of SUDO?
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Database Vault in a Nutshell

ÁAnother Oracle Security Innovation to protect from

ĞDBA respectively SYSDBA

ĞHigh system privileges like ñSELECT ANY TABLEò, ñEXEMPT 

ACCESS POLICYò

ÁAvailable as an Enterprise Edition Option

ÁSeparate download for 10g and 9i

ÁIntegrated component within Oracle 11g R1 and R2
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Database Vault in a Nutshell

ÁAdditional Layer within Oracle Kernel

ÁNew Components added by Database Vault

ĞRealms

ĞCommand Rules

ĞFactors

ĞRule Sets

ĞExtended functionality for

Á Secure Application Roles

Á Label Security Integration

ÁNo impact for object grants

(except for command Rules)

ÁRestrict any select statement
Source: Oracle Database Vault - An Oracle White Paper June 

2007
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Database Vault ïData Privacy and Data Theft (1)

ÁAccess to data through an 

instance is protected by 

database authentication, 

authorizing and auditing (AAA)

ÁAuthorizations for data can be 

defined at row level

Database Files

Instance

End User, 

Developer, 

DBA

Virtual

Private

Database
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Security
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Database

Vault

Database Vault ïData Privacy and Data Theft (2)

ÁHow to authorize users based on criteria like time, network 

protocol or IP of the client?

ÁBut what about the System privileges like ñSELECT ANY TABLEò, 

ñEXEMPT ACCESS POLICYò a s o. which are granted to DBAs 

and enabled for Connection through SYSDBA?
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Database Vault ïData Privacy and Data Theft (3)

Database Files

Instance

End User, 

Developer, DBA

Hacker

Database AAA does not 

protect access to shared 

memory and data files!

Transparent

Data

Encryption

And what 

about 

backups?
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Database Vault ïEavesdropping and Hijacking

End User, 
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Situation with Anonymous Accounts

ÁAdministration Tasks are not traceable

ĞWhen and who did a listener or database restart.

ĞWho changed the environment (e.g Shell settings)

ÁAuditing on the OS is only partially reasonable

ĞItôs possible to see that user oracle did something but who logged in 

as oracle?

ĞInstallation of Software / Patch Set / CPUôs is not traceable

ĞCompliance according SOX, Basel II, etc not possible

ÁSecurity protection mechanism can be bypassed anytime

ĞRelink Oracle binaries to switch off Database Vault

ĞDirect access of Datafiles and/or Memory

ÁOSDBA, OSOPER and OSASM is usually not defined or default
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Dynamically Relink

ÁOn some OS and database version it is possible to relink the 

oracle binaries even when the database is running. After relink

and switch off DBV the data can be access without any 

restriction.

ÁA warning is will be shown in the ALERT.LOG but there is

also a hint displayed how this warning can be suppressedé

cd $ ORACLE_HOME/rdbms/lib

make - f ins_rdbms.mk dv_off

cd $ORACLE_HOME/bin

relink oracle

WARNING: Oracle executable binary mismatch detected.

Binary of new process does not match binary which started 

instance

issue alter system set "_disable_image_check" = true to 

disable these messages
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Additional Possibilities

ÁChange passwords within the Datenfile of SYSTEM Tablespace

(see Trivadis Training O-AI-DSI)

ÁModify or access data directly within a data file
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Approach and Challenges
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Commissioning Operation Decommissioning

Acceptance

Personalized Accounts, 

sudo, scripts etc
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Intermediate

Acceptance
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functional 
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Approach and Challenges

ÁThere is no protection in the commissioning and 

decommissioning phase

ÁAfter the acceptance the functional account oracle is locked

ÁDBA and Operation tasks will be done via sudo, group privileges 

and scripts

ÁUsage of SYSOPER, SYSDBA and DBA has to be adjusted

ÁIf the functional account or the environment will be ñopenedò an 

intermediate acceptance has to be initiated

ĞE.g. bigger changes, hardware replacement etc
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Approach and Challenges

ÁDBA and operation tasks has to be defined

ĞWho has to do what and when? How my access what?

ĞCreate a catalog of tasks

ÁDBA and operation tasks to be Ăstandardizedñ on a high level e.g

scripts for certain tasks are available

ÁA role concept within the DB is must be available

ĞAdjustment with OSDBA and OSOPER reasonable

ÁIf not implemented properly there is a risk that Ăloopholesñ will 

remain

ÁIt is not possible to lock out the root account. Only monitoring and 

auditing is possible
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DBA- and Operation Tasks

ÁDeployment of Software, Patch sets, CPUós and so on

ÁStop / start database, agent and listener

ÁAccessing log and trace files (DBA) 

ÁAccessing data files

ÁMaintain scripts

ÁTuning, Monitoring etc

ÁBackup / Restore

ÁChange initialization parameter
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DBA- and Operation Tasks

Tasks Typ Engineering Operation Application

Operation

Initial Installation OS As user oracle n/a n/a

Initial Create Database DB As user oracle n/a n/a

Patch set Installation (Software) OS sudo script 

(Silent Install)

n/a n/a

Patch set Installation (Upgrade) DB sysdba oder

sudo script

n/a n/a

CPU / OPatch Installation OS sudo n/a n/a

DB Start / Stopp OS sudo script

or SYSOPER

sudo script

or SYSOPER

n/a

Listener Start / Stopp OS sudo script sudo script n/a

Agent / Konsole Start / Stopp OS sudo script sudo script n/a
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DBA- and Operation Tasks

Tasks Typ Engineering Operation Application

Operation

Additional DB Tools (runInstaller, 

dbca, dvca, netca, etc)

OS sudo sudo n/a

Houskeeping of trace and log 

files

OS script/ cronjob script/ cronjob Read trace 

files

Maintain Scripts(Entwicklung auf 

DBA Server mit Version Control)

OS Deploment 

script

n/a n/a

Monitoring DB Within DB / role Within DB / role n/a

Accounting DB n/a Within DB / role n/a

Space Management (e.g. TS) DB Within DB / role Within DB / role n/a

Backup & Recovery DB As SYSDBA or 

SYSOPER

n/a
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Database Admin / Engineering

ÁPersonalized UX Accounts with OSDBA or OSOPER group

ÁStop / start database with sqlplus as sysoper

ÁUse scripts and sudo to stop / start listener, agents etc. 

ÁDeployment of patchôs and software will be done with scripts as a silent 

installation 

ÁHousekeeping (Permissions, Truncate etc) of log and trace files will be 

done with scripts started by cron

ÁDBA tasks (alter system, alter tablespace etc) are done via Grid Control 

and / or with personalized DBA accounts.

Präsentationskennung - Eintrag über Kopf-/Fusszeile 25

sqlplus userxy/tiger @TMAC01 as sysoper
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DB Operation

ÁPersonalized UX Accounts without OSDBA or OSOPER group

ÁStop / start database with sqlplus as sysoper

Á .

ÁUse scripts and sudo to stop / start listener, agents etc. 

ÁLimited access within the database. Required system privileges are 

granted by an operation role. Operators are working with personalized 

accounts

Präsentationskennung - Eintrag über Kopf-/Fusszeile 26

sqlplus userxy/tiger@oraemst as sysoper
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Additional Users

ÁAdditional Users like Developer, Account Manager etc only get access 

on the database level.

ÁAccess to log and trace files on special request

ÁLimited access within the database. Required system privileges (alter 

user, etc) are granted by a dedicated role. 

ÁAll user are working with personalized accounts
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Administrative Privilegien

ÁThere are two main administrative privileges in Oracle

Ğ SYSOPER 

Ğ SYSDBA

Ğ And SYSASM since Oracle 11g

ÁSYSDBA and SYSOPER are special privileges as they allow access to 

a database instance even when it is not running

ÁThe control of these privileges is totally outside of the database itself

Ğ By certain OS groups which are linked into the binaries (OSDBA, OSOPER 

as well as OSASM since Oracle 11g)

Ğ By an oracle password
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OSDBA / OSOPER groups on Unix (1)

ÁThe 'OSDBA' and 'OSOPER' groups are chosen at installation time and 

usually both default to the group 'dbaó

ÁThese groups are compiled into the 'oracle' executable and so are the 

same for all databases running from a given ORACLE_HOME

ÁVerify the groups

ÁLater change of the groups (relink of oracle binaries is required!)

cat $ORACLE_HOME/rdbms/lib/config.c

vi config.c # Adjust the goups

=> #define SS_DBA_GRP �´osdba �³
� �!�����G�H�I�L�Q�H���6�6�B�2�3�(�5�B�*�5�3���³osoper �³

mv config.o config.o.orig # Backup of config.o

make - f ins_rdbms.mk ioracle �����'�%�¶�Vmust be stopped!
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